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Apurv Jain’s latest venture MacroXstudio is focused on privacy friendly 
α. Apurv was the co-founder, senior portfolio manager and research lead 

of a 10- person team at Microsoft that specialized in applying alternative data 
towards predicting macroeconomic and behavioral trends to profitably manage 
a $100 million portfolio for 5 years. Most recently, he was a visiting researcher 
at Harvard Business School (HBS) where he published a book chapter and 
academic articles on applications of alternative data in economics. His prior 
experience includes managing a $3B credit portfolio as a PM, a 
senior researcher role at the global macro hedge fund Bridgewater 
Associates, and options trading at Deutsche Bank. His previous 
academic appointment was as a senior data scientist at Microsoft 
Research (MSR). 

Neil Seeman is Founder, Chief Executive Officer and Chief 
Privacy Officer at RIWI Corp., a global trend-tracking and 

prediction technology firm, and Senior Fellow at Massey College in 
the University of Toronto.
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By Apurv Jain  
Founder of MacroXstudio  
Former Visiting Researcher at Harvard Business School

You are the CEO of a well-known asset management company and are sitting in 
a meeting with a new data vendor, your new portfolio manager (PM) who is an 
expert in alternative data, and your compliance officer. 

THE FOOD DATA PITCH

The data vendor has data showing exactly what each public company’s CEO 
and all their workers ordered for lunch every day since Jan 1st, 2011, and he 
shares a case study where, using the patterns in the food data, their proprietary 
signal successfully predicted an impending merger of company X that had been 
shopping for strategic partners, with conglomerate Y. The senior management 
of public companies X and Y started eating more steaks, fries and pizza three 
months before the actual successful merger. The vendor’s resident food scien-
tist — an authority in the field, shows convincing and intriguing studies about 
protein, sugar, and fat correlations with dopamine receptor activity, serotonin 
and testosterone levels, and how changes in senior leadership’s food consump-
tion patterns might signal important business events on the horizon. Even if the 
exact event remains unpredictable, buying options ahead of time that gain value 
when the volatility and activity in X and Y increase after the news breaks officially 
could be profitable.

A longer version of this article co-authored with Neil Seeman appeared as Privacy vs. Alpha: A conversation on Data Driven 
Investor. Apurv conducted the research when visiting at Harvard Business School earlier in 2019. Available at : https://www.
datadriveninvestor.com/2019/10/02/privacy-vs-alpha-a-conversation/#

and Neil Seeman 
Chairman and Chief Executive  
Officer at RIWI Corporation

Privacy vs. Alpha:  
Is the Trade-off Real?
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It is all very interesting and horizon broadening; you are reminded why finance can be fun! 
These data are not accessible to many people yet — especially not in a systematic, compiled 
way. Your star portfolio manager is salivating. She is still asking all the hard questions ranging 
from data quality, data completeness, to the high likelihood of back-fitting — “What about the 
cases where people just changed their food habits randomly and nothing happened?”— but 
you know from experience that she really wants the data. 

You also wonder how much pension fund ABC, your tough and intelligent investors, might 
like a cool story from this project: “Hey we really know the companies in our concentrated 
equities portfolio. We even know what they are eating! A long protein and short empty carb 
strategy actually made 3% α in our concentrated event driven strategy.” Insert a fun discus-
sion about food, and you might just have retained a client that would have switched to smart 
beta. 

ALPHA VS. PRIVACY

On the other hand, the data are expensive and you are concerned about privacy2: I would not 
want people to know what I am eating. 

Your compliance officer points out that, if no one else is using these data, that is actually a 
bad thing, and you know he would prefer you not to buy these data. Additionally, he raises the 
issue of informed consent. The informed consent issue seems non-trivial since most people 
do not really understand what they click ‘yes’ to. Cameron Kerry of the Center for Technology 
Innovation at the Brookings Institution recently wrote (2018): “In a constant stream of online 
interactions, especially on the small screens that now account for the majority of usage, it is 
unrealistic to read through privacy policies. And people simply don’t.” 

The question facing you is: “Are the costs and risks of these data worth the expected reward?”

Your PM replies: “Very simple!” To earn the higher returns, we must take more risk and pay 
more. And sure, the privacy of a few people may diminish in a theoretical scenario with these 
types of consumption data, but senior management had signed up for a certain amount 
of risk when they took on public roles in a public company. Wouldn’t the slight potential 
diminution of privacy of a few people justify more dollars in the hands of retirees?

2 Acquisiti et al (2016) posit that privacy while difficult to define is related to the boundaries between the self and others; and individuals 
making decisions about those boundaries to determine the tangible and intangible benefits and costs to themselves and society.
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Figure 1: The month 0 expected privacy vs.α trade off

COSTS ARISE

After obtaining these new data, you had to hire various specialists as consultants to process 
the data and then everyone had to understand what these specialists were really saying. The 
meetings become tortuous since the PM seemed like the only one who had a clue about the 
biology and brain chemistry even though the head quant and the main food scientist were in 
the room and only too willing to explain to whoever would listen. On the reward side, there 
does not seem to be a ton. Yes, your firm espouses patience in investing but it has been  
six months and your team has not found any systematic alpha signals that you honestly 
believe in. 

It turns out that this lack of results from hyper-personalization and vast amounts of analysis 
is not uncommon in other fields. In their influential meta-study on the economics of privacy, 
Acquisti et al. (2016) mention that while large sums of money are spent on targeted adver-
tising — using sophisticated techniques from Web bugs, to cookies, to browser and device 
finger printing — its effectiveness is unclear. 

THE MORAL HAZARD OF ALPHA AND PRIVACY BREACH 

What if these hyper-personal data help generate some alpha for a few years and then there 
is a terrible leak that exposes sensitive information about people’s DNA to malicious hackers 
in a different country? How does the current incentive structure play out? If the firm is orga-
nized such that the PM and the quant team could reap significant benefits from the alpha 
signals derived from new data, and compliance or the CEO bear the long-tail risks in case of 
a leak, then there is room for moral hazard. The PM and the quant teams are incentivized to 
be aggressive in procuring these data and exploiting them to the utmost without regard for 
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privacy or the tail risks. And these long-tail costs can be real. Privacy is context dependent 
and malleable ex-ante it is not clear that asset managers should become co-owners in indi-
viduals’ trade-offs (Acquisti et al., 2015). If Capital One™ — a big company known for being 
tech savvy — could not3 protect its customers, what is the guarantee that a smaller asset 
management firm can?

DATA ANONYMIZATION DOES NOT WORK WELL

Potential cures like data anonymization do not work as well as we may expect. In a recent 
paper, researchers de Montjoye and Hendricx showed that 99.98 per cent of Americans were 
correctly re-identified in any available ‘anonymised’ dataset by using just 15 characteristics, 
including age, gender, and marital status (Brogan, 2019). 

THE MISPRICING OF PRIVACY? 

Another factor to consider with the proliferation of data is the revelation of information by 
one user about other users (as Acemoglu et al. (2019) point out in their interesting paper “Too 
Much Data: Prices and Inefficiencies in Data Markets.”) can depress the price of data due to 
a data externality.

LEARNING FROM HEALTHCARE: THE RISKS 
OF EXPOSING PERSONAL DATA IN THE CONTEXT OF URGENCY

So ingrained in healthcare research is the risk of data leakage that Faculties of Medicine have 
long had Institutional Review Boards (IRBs) pre-assess data methods and potential datasets 
for demonstrable downstream benefit well prior to the collection of any research using human 
subjects. The IRBs, consisting of arm’s length assessors, function independently. Research 
projects built around methods that do not collect personal data – for example, a survey of 
hospital protocols on IT usage – can be declared exempt from in-depth IRB protocol reviews, 
which is a relief for researchers because the process of a full review can be taxing and 
delay the research significantly. There is thus an inherent incentive to avoid the collection 
of personal data unless the ROI of linking datasets – the mapping of clinical outcomes data 
to specific surgical procedures, for instance – can lead to important discoveries such as 
finding out that one of many different surgical procedures is the only one that results in 
longer post-surgical survival. This research requires personal data but is obviously worth the 
potential stress and delay of going before an IRB.

3  Shares of Capital One are off 3% premarket after a data breach exposed 140K Social Security numbers of its credit card customers, 
around 80K bank account records and 1M Canadian Social Insurance numbers. Additional information including names, addresses, phone 
numbers, credit scores and credit limits were also exposed, although credit card account numbers and log-in credentials were not taken. 
The suspect? Paige A. Thompson, a former employee of Amazon Web Services (NASDAQ:AMZN), where the bank had stored its customer 
data. Capital One (NYSE:COF) estimates the hack will cost the company approximately $100M-$150M in 2019. 
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Healthcare has also seen the damaging effects of information overload: Researchers have 
analyzed the situation through the concept of “filter failure,” noting that the main problem is 
not that there is too much information, but rather that the current tools of managing and eva-
luating information are ill-suited to the realities of the digital age. Some of the major instances 
of filter failure are inadequate information retrieval systems in clinical settings, and the 
problem of identifying all relevant evidence in a complex, diverse landscape of information 
resources (Klerings et al., 2015).

DESIGNING A WAY FORWARD: PRIVACY FRIENDLY α? 

Ann Cavoukian (2017) writes about turning the privacy vs. security paradigm on its head and 
thinking of positive-sum messaging. How would this happen in asset management? 

Imagine with the same dataset you find that some of the food data, when aggregated, was 
useful for predicting same store sales. That was extremely useful for your firm’s PE arm that 
used this information for better investment in private companies with low analyst coverage. 
Perhaps you can do better seasonal correction for macro data by using aggregated informa-
tion about consumption patterns  — especially liquids — over various states during a heat 
wave when the Bureau of Labor Statistics may not have taken it into account. Such strategies 
do not rely upon individual users losing control over their personally identifiable data.

Other examples of privacy friendly investment or social α may be:

1. Better ESG and corporate governance being enforced by using anonymized and  
aggregated data from surveys and forums about employee happiness and their judg-
ment of management effectiveness.

2. Better macro-economic predictions that help foster improved monetary policy and 
more timely asset allocation, especially in difficult economic times or for poorer coun-
tries when these government data tend to be poorly measured (Jain, 2019).

3. Using anonymous surveys or data from explicit public forums such as Twitter™ where 
users can provide feedback to the government about fiscal policy, or nudge corpora-
tions to act more ethically. The sentiment expressed in such surveys and tweets tends 
to be noisy but leading and hence can also be used for investing when appropriately 
combined with aggregated credit card or other data or a prior strong view (Jain, 2019). 
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STARTING A CONVERSATION

Investment professionals are taking note. Bill Kelly, the CEO of Chartered Alternative Invest-
ment Analyst (CAIA) agrees with the potential alternative data offer: “Finding alpha in what 
have become highly efficient markets is increasingly a very difficult challenge. The advent 
of 1.2 million terabytes of alternative data represents a potential sea of inefficiency and the 
opportunity for alpha discovery.” 

Yet the future privacy risks concern Bill; he believes that as an industry we are better off 
self-policing.

“The client, regulator and legislature are mostly standing on shore observing and trying to  
understand what this all means. They will eventually weigh-in when hindsight is 20/20.  
The agency problem between the investment professional and the organization that signs  
her check is real. It must be self-policed with the utmost caution, erring on the side of  
the consumer at time when the definition of privacy has failed to keep pace with the rapid 
digitization of our world.”

As enthusiastic researchers who believe in the promise of data, we have two broad  
suggestions:

1. A risk mitigation solution: Form a committee in the firm similar to the IRB committee 
structure in healthcare in which we reduce the moral hazard by making the CIO, to 
whom the PM reports, also wear the hat of the Chief Privacy Officer, and thus she 
would own the long tail risk as well as the alpha. A long-tail risk manager, facing 
an ‘extinction-level event’ (ELE) after a data breach would, therefore, err on the side 
of demanding to see proof of alpha-creation well prior to the procurement of any 

Figure 2: Towards a constructive  
conversation. Privacy AND α
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sensitive data. If compliance also had to report to the CIO, then compliance managers 
could move away from being “if, then” tick-box checkers4 to enterprise risk managers 
who care about long-tail protection for all people who contribute their data to ‘free 
services’ (search, social media). 

2. A reward increasing solution: Examples of funds or companies that do not use indi-
vidual data by design but are achieving investment alpha or improving outcomes for 
society — as suggested in the previous privacy friendly α section — could also be 
powerfully effective in encouraging others to follow suit.

This is a complex topic but an important one. We do not have the complete answers but hope 
to hear from all the stakeholders and returning to healthcare, a sector that operates under 
high stakes and under urgency in search of finding cures for epidemics of life-threatening 
diseases from which all of humanity can benefit, it needs to live by the Hippocratic Oath: 
First, Do No Harm.

4 Example: Q: “Does the vendor scrape social media sentiment that can be matched to a person?”; “If yes, then” 
does the data vendor have a protocol in place to de-identify and scrub all personal identifiers?”
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In the world, where data has become the new oil, the burden of privacy mana-
gement lies on individuals. It is up to people to exercise control over personal 
information and choose which data collecting services to use. However, most 
people are not able to manage their own data properly and the underlying regu-
latory model seems to be failing. After establishing some general issues around 
privacy management, we argue that there is a growing opportunity for banking 
and wealth management. A move towards including privacy and data protective 
services in the offering makes sense not only in order to protect clients and their 
wealth, but also as a strategy to improve data analytics and profit from data 
assets.

 
If twenty years ago, people had to make some effort to access news, physically 
rent movies in a DVD store, or manually update a contact book to keep in touch 
with friends, today we live in a totally different reality. With each day, our world 
gets ever so slightly more interconnected. We access personalised news feeds, 
have tailored streaming services, are present on various online social networks, 

and Jonatan Lisalde 
Project Manager   
Synergy Asset Management 

By Artem Emets  
Business Manager and Project Developer,  
Synergy Asset Management 

Data Privacy,  
Analytics, and the 
Opportunity for the 
Banking Industry
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and we will soon have our fridges tell us what to eat and when. Some services are even 
automatic - they deliver the right information at the right time thanks to continuous back-
ground activity. In the digital era, people produce data, a lot of it and from countless different 
sources. It has become virtually (pun intended) impossible to keep track of our personal 
data. We are unable to tell the extent to which our data is gathered, who possesses it, and 
what can be inferred from it.

FAILURE OF PRIVACY SELF-MANAGEMENT

Most of today’s data protection measures revolve around the model of privacy self-manage-
ment (Solove, 2013). The core idea of this model is that individuals should be given a bundle 
of specific rights such as the rights to consent to the collection, use, and transfer of their 
personal data, in order to enable individuals to self-manage their data and privacy. Ideally, 
this approach empowers people to exercise control over personal information and to decide 
for themselves which of their data to disclose or keep private.

Another rationale for the privacy self-management approach is that it attempts to efficiently 
strike a balance between social interest and technological progress and economic deve-
lopment. In the new economic reality, services increasingly require data either in order to 
function directly, or in order to be developed, improved, or launched to the market. As a re-
sult, much of the technological progress we enjoy rests upon the data we share directly and 
indirectly with various industries. So, instead of adopting a paternalistic stance on data-re-
gulations and providing all the data-leveraging industries with a correct and comprehensive 
set of guidelines on how to collect, use, and transfer personal data, it is much easier for the 
regulators to embrace the privacy self-management approach, e.g the GDPR. It places the 
burden of balancing privacy trade-offs on individuals and thereby avoids overly paternalistic 
intervention in the data economy. Data has de facto become a commodity which people 
trade in exchange for various on- and off-line services. In the end, if people decide to give 
away their personal data in exchange for something they find of value, it is their choice after 
all. So where is the issue?

Scholars seem to agree that the current approach based on privacy self-management is fai-
ling and that it does not protect individuals as it should (see for instance Acquisti et al., 2016; 
Custers et al., 2018; Schermer et al., 2014; Solove, 2013). Let us first mention that putting the 
burden of weighing privacy trade-offs on individual decision-making is very demanding in 
terms of time and cognitive abilities. For instance, estimates show that an average American 
citizen would have to spend 244 hours per year or 40 minutes per day reading online privacy 
policies (McDonald & Cranor, 2008). Moreover, this is only the reading time which of course 
does not guarantee comprehension of the policies. This alone illustrates well why it would be 
unreasonable to expect people to properly manage their own data. 

McDonald and Cranor’s study dates back to 2008 so, as of today, the situation is likely worse. 
We are inundated by privacy notices while none of us can correctly name the number of da-
ta-collecting services we use on a daily basis. Interestingly, we are not engaged with active 
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privacy management even if we are submerged in reading requests. Instead of making us 
spend more time reading privacy notices, the amount of data requests actually makes us less 
likely to read them. As a result of being constantly confronted with privacy notices, people 
disengage with privacy management (Schermer et al., 2014) which in turn further deprives 
the self-management model of its initial purpose.

But suppose people spend enough time reading privacy notices and that they actually un-
derstand them. Even in this case, there are many cognitive issues that would prevent them 
from taking the right and rational decision. People might be uncertain about how to balance 
privacy trade-offs (Acquisti et al., 2015) or might be subject to cognitive biases (Acquisti 
& Gross, 2006). Take the status quo bias, namely the underlying preference for avoiding 
to undertake actions or for things to remain the same (Samuelson & Zeckhauser, 1988). 
Individuals are quite sensitive to default options provided by internet services, social media, 
and even public policies. For instance, making a default the option to contribute a part of 
your salary to a retirement plan makes it much more likely for you to actually do so. The 
same goes for including tips in the restaurant bill, adopting an opt-out policy for being organ 
donors, setting a default ringtone, or providing default privacy options for data collecting 
service. Various rationales have been provided for this bias ranging from the adversity for 
change to perceiving defaults as savvy recommendations. Many of us tend to stick with 
the defaults in our smartphone settings, social networks, and banking plans, thereby tacitly 
accepting what the industry wishes that we do. In the banking industry, some figures are 
striking: Janger and Schwartz (2002), for instance, report a study which found that only 0.5% 
of banking customers had engaged with opt-out options provided them by banks under 
a newly introduced regulation. As we will argue later, there is much potential here for the 
banking industry to profit from data assets by extending the range of services and including 
privacy and data management solutions.

Even in the hypothetical case of a world full of perfectly rational privacy experts, many struc-
tural issues will remain. For instance, it is difficult to keep track of the various seemingly 
innocuous bits of information we spread across time. Taken independently, some pieces 
of information can seem useless or to pose no threat to privacy. However, people spread 
information across time and through different services. With aggregate data analytics, it 
has become impossible to tell which piece of information will become critical and allow 
inferences to be drawn. For instance, using only public information spread across decades, 
Acquisti and Gross (2009) managed to predict social security numbers in the United States. 
Even more worrisome, if someone is after your personal data, but you do a great job at pro-
tecting it, the data of people around you can be used as a proxy for retrieving your personal 
information. Because privacy is context dependent, safeguarding your privacy requires a 
protective environment where people control the flow of their personal information. In the 
data analytics world we live in, if people around you share their personal data extensively, 
yours can become a matter of statistical inference. 

Other structural issues include market dominations, network effects, and a general lack of 
privacy options, all of which restrain people in their capacity to make their way through the 
data collecting world. For instance, network effects, i.e. the influence or power of a service 
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growing with the size of the network, are very present among social networks and commu-
nication services. If a critical number of people uses a specific service, e.g. a messaging or 
video communicating software, refusing to join that network due to privacy concerns results 
in social pressure on the reticent individual. Combining social pressure with the lack of op-
tions or the often “take it or leave it” privacy notices, creates an environment in which it is 
very difficult to make decisions consistent with our privacy preferences. These structural 
issues influence people into surrendering their personal data and adopting services through 
pressure rather than real choice.

There are several other problems related to the privacy self-management model, but what 
has been presented should already cast doubt on people’s abilities to effectively manage 
their personal data. Most alarmingly, there does not seem to be a political solution on the 
horizon in the near term.1  So, it seems that society is in a serious predicament regarding 
privacy and data management.

TWO REASONS FOR INTEGRATING  
PRIVACY AND DATA MANAGEMENT SOLUTIONS

At this point one might ask, how any of this is linked with the banking and wealth-manage-
ment industry? What follows from the previous part is that people share their personal data 
extensively and with increasing magnitude. Unfortunately, this sharing does not always align 
with people’s desires or even awareness. People lack time, knowledge, and simply the ca-
pacity to effectively self-manage their privacy in the digital age. Moreover, there seems to be 
little ground to believe that the situation is likely to improve because of the issues underlying 
the regulatory privacy self-management approach. As a result of using modern technologies 
and services, spreading extensive amounts of data on the Internet, we tend to lose control 
over our information and who can access it.

It is one thing to let an established technology company know what is our favourite music 
genre, or to retranscribe our video calls for the sake of quality purposes (something which 
we do not consider as particularly good). However, it is much more problematic, as a result of 
our lack of control over personal data, to inform ill-intentioned individuals about our activities, 
finances, and locations. The first point that we wish to bring forward is that a consequence of 
the failure of privacy self-management is our becoming more vulnerable to cyber crime and 
information-based crime in general. 

One of the reasons why people should care about their personal information is purely pru-
dential. In the majority of cases, crime requires information to be executed and in the digital 
era there is probably no better way to obtain information than through the traces we leave 
on the Internet. Here, adopting the right reflexes with regards to privacy and data security 
online. In this context, we believe the banking and wealth management industries could play 
a positive role by getting into the business of privacy and data security to protect their cus-
tomers. Perhaps it should not be up to banks and wealth managers to be behind clients each 
time they would like to use a connected fridge or solicit a voice assistant. One could simply 

1  Note that the most recent regulations such as the GDPR fundamentally rely on individual consent and the privacy self-management model.
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imagine promoting a set of good privacy and data security habits among clients; or one can 
imagine going further by offering  secure cloud services or even striking partnerships with 
information security companies to protect clients in their everyday lives. 

The fundamental reason here is that by protecting the clients’ privacy and data in a global 
situation of lack of control over personal information mentioned in part I, the banking and 
wealth management industry can better protect the wealth of the clients. Research abounds 
with numerous figures that illustrate the importance of everyday data protection and the di-
rection of development for data security. For instance, a Verizon (2019) report analyzing over 
40’000 security incidents, 2’000 of which were confirmed data breaches, concluded that 71% 
of the breaches were financially motivated and 25% were motivated by espionage. In their 
Cybercrime Report, Cybersecurity Ventures (2016) predict that by 2021 world cyber crime 
costs will exceed $6 trillion annually, up from $3 trillion in 2015, making it more profitable than 
global illegal drug trade.

This issue is very important for the wealth management sector because of its focus on 
wealth. The wealthier the individual, the more desirable of a target the individual is for cyber 
theft, extortion, and information-based crime in general. Wealth preservation being one of 
the main value propositions of the industry, integrating privacy and security features into the 
general offering can therefore make sense to better protect clients and their wealth.

A sceptic might respond that wealth managers are not cybersecurity or data privacy ex-
perts and that all in all finance, banking, and wealth management industries are not in 
the business of data or privacy protection outside their business. Here comes the second 
reason for integrating privacy and data protection services: the global risk of disruption 
from technology companies. It should not come as a surprise that the incumbent banking 
and wealth management actors are at risk of disruption not only from FinTech but also the 
Big Tech companies. Fundamentally, the risk stems from trends of greater customizability, 
user-friendliness, and construction of ecosystems. Big Tech companies lead in this respect 
and are extensively leveraging personal data to offer ever better and more personalised 
ranges of services including financial services. If Big Tech companies decide to enter the 
market of banking and finance in full force, consequences for the banking sector will be 
serious. With leading data analytics capabilities and the possibility of bundling services to its 
large customer base, Big Tech is a serious contender for long-established business models. 
On the other hand, FinTechs also enter the market, grow bigger, and challenge traditional 
frameworks. So, it looks like the incumbents will have to evolve no matter what.

CONCLUDING REMARKS

To meet new market demands and challenges, there are a few strategies available to the 
incumbents in the banking and wealth management segment ranging from the adoption 
of open platforms, to business diversification and partnerships with FinTech and Big Tech 
(OECD, 2020). Here, we argue, one concrete strategy could be focusing on privacy and 
data protection of customers. Compensating for the Big Tech’s better data capabilities, in-
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cumbents’ advantage lies in their clients’ trust. Trust is a fundamental element of wealth 
management, and this could just be the industry’s edge. Of course, there are many ways in 
which data and privacy protection can be integrated into the industry’s offerings. Perhaps, 
diversifying away from wealth management and going in the business of search engines or 
streaming is not a good idea. However, concluding partnerships with renown privacy and 
data protecting companies to offer bundled services to customers can make sense. Moreo-
ver, if in the process this improves data analytics by using clients’ data coherently (after all, 
the company will stock more data), it would solve both challenges: on the one hand it would 
protect clients and their wealth and on the other, it would improve companies’ data analytics 
and thus help better serve clients.

There is a catch however, for there might be a tension between the two reasons we provi-
ded the wealth management industry for protecting customers’ privacy and data. On one 
side there is the idea of protecting customers’ privacy and data because people are bad 
at self-managing their privacy. On the (probably) opposite side is the idea of expanding 
services, offering better customer experience, greater personalisation, product bundling, all 
of the things which require extensive collection and use of personal data. So there might 
be a tension here and it should be coherently addressed. Regardless of whether a healthy 
balance between the two rationales can be found, the wealth management industry is par-
ticularly well positioned in Switzerland to conclude partnerships with security, privacy, and 
data protection firms. Switzerland abounds with such companies and is a world leader in 
many aspects. There is thus a considerable opportunity for the Swiss wealth management 
industry to remain not only the home of wealth management and trust, but also privacy and 
data security.
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Finance is entering a new era. The technological, social and scientific advance-
ments are having and will continue to have a profound impact in finance.  
Artificial intelligence and big data will have a profound impact in all aspects.
We discuss in this article what is artificial intelligence in finance the opportuni-
ties and threats and the implications for researchers, practitioners, clients and 
supervisors. 

THE NEW REVOLUTIONS

The financial services industry is experiencing unprecedented structural change. 
There are several technologies that are transforming all the different sectors of 
the financial services industry:

 ▶ Big Data and Artificial Intelligence. We will focus in this article on the 
growing importance of artificial intelligence and machine learning appli-
cations in the industry. Modern data analysis will make intensive use of 
artificial intelligence and machine learning models to use large internal 
and external databases.

 ▶ Digitization. The sector is still exploring how to better serve customers in 

By Miquel Noguer i Alonso PhD
Practical Big Data Professor at NYU Stern School of Business
Founder of Artificial Intelligence Finance Institute (NYC)

Artificial Intelligence 
in Finance: a New Era

83

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence



the digital ecosystem. How to deal with digital customers, conserve and gain market 
share. Financial companies are making significant investments to improve customer 
experience and commitment through the development of new products and digital 
capabilities. In all industries, there is a widespread digital disruption. These are unex-
plored territories for all industries, as the marketing and big data departments are 
trying to understand new challenges and opportunities.

 ▶ Blockchain is a digital transaction book distributed with identical copies kept on 
each of the network members’ computers. All parties can review previous entries 
and register new ones. Transactions are grouped into blocks, recorded one after the 
other in a blockchain. The links between the blocks and their content are protected by 
cryptography, so previous transactions cannot be destroyed or falsified. This means 
that the ledger and the transaction network are reliable without a central authority, 
and intermediaries.

 ▶ Internet of Things. Many industries see a great opportunity in IoT applications: ana-
lysts and technology providers predict an aggregate economic value of between $ 
300 billion and $ 15 billion by the end of this decade. Few analysts seem to expect 
more than a transformative effect on almost all dimensions of economic activity by 
2020. Some use cases have already proven their effectiveness: applications such as 
car insurance telematics and «intelligent commercial building management systems» 
«offer clear examples of IoT of new products or modified processes.

 ▶ ESG and SDG Factors. ESG means using Environmental, Social and Governance 
factors to evaluate companies and countries on how far advanced there are with sus-
tainability. SDG is a newer sustainability scoring concept initiated in 2015, which has 
been driven by the Division for Sustainable Development Goals (DSDG) in the United 
Nations Department of Economic and Social Affairs (UNDESA).

All these new technologies and new factors like ESG and SDG are reshaping finance and 
our society.

BIG DATA AND ARTIFICIAL INTELLIGENCE IN FINANCE

Big data and Artificial Intelligence offer a wide range of applications in finance as we can 
see in Figure 1: Fintech Innovation. From client servicing (virtual agents), financial marketing, 
investing, risk pricing to financial innovation. Big Data and AI can also be used to evaluate 
and measure ESG and SDG factors at a company and country level.

Basically all aspects in the finance value chain require gathering data, modeling and per-
forming tasks and taking decisions.
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Figure 1: Fintech Innovation

ARTIFICIAL INTELLIGENCE

Artificial intelligence (AI) is intelligence demonstrated by machines, in contrast to the natural 
intelligence (NI) displayed by humans and other animals. In computer science AI research is 
defined as the study of «intelligent agents»: any device that perceives its environment and 
takes actions that maximize its chance of successfully achieving its goals. Colloquially, the 
term «artificial intelligence» is applied when a machine mimics «cognitive» functions that 
humans associate with other human minds, such as «learning» and «problem solving».

Artificial intelligence was founded as an academic discipline in 1956, and in the years since 
has experienced several waves of optimism, followed by disappointment and the loss of 
funding (known as an «AI winter»), followed by new approaches, success and renewed 
funding. For most of its history, AI research has been divided into subfields that often fail 
to communicate with each other. These sub-fields are based on technical considerations, 
such as particular goals (e.g. «robotics» or «machine learning»), the use of particular tools 
(«logic» or «neural networks»), or deep philosophical differences. Subfields have also been 
based on social factors (particular institutions or the work of particular researchers).

The traditional problems (or goals) of AI research include reasoning, knowledge, planning, 
learning, natural language processing, perception and the ability to move and manipulate 
objects. General intelligence is among the field’s long-term goals.

Approaches include statistical methods, computational intelligence, and traditional symbolic 
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AI. Many tools are used in AI, including versions of search and mathematical optimization, 
neural networks and methods based on statistics, probability and economics. The AI field 
draws upon computer science, mathematics, psychology, linguistics, philosophy and many 
others.

First coined in 1956 by John McCarthy, AI involves machines that can perform tasks that 
are characteristic of human intelligence. While this is rather general, it includes things like 
planning, understanding language, recognizing objects and sounds, learning, and problem 
solving. 

Arthur Samuel coined the phrase not too long after AI, in 1959, defining it as, “the ability to 
learn without being explicitly programmed.” You see, you can get AI without using machine 
learning, but this would require building millions of lines of codes with complex rules and 
decision-trees.

Supervised

UnSupervised

Reinforcement

Translation

Classification 

Extraction

Speech to Text

Text to Speech
Artificial

Intelligence

Image Recognition
Vision

Vision

Expert Systems

Speech 

Natural
Language

Processing

Machine
Learning

Machine Vision

Figure 3: Artificial Intelligence Fields

MACHINE LEARNING

Machine learning is a field of computer science that gives computer systems the ability to 
«learn» (i.e., progressively improve performance on a specific task) with data, without being 
explicitly programmed.
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The name Machine learning was coined in 1959 by Arthur Samuel. Evolved from the study 
of pattern recognition and computational learning theory in artificial intelligence, machine 
learning explores the study and construction of algorithms that can learn from and make 
predictions on data – such algorithms overcome following strictly static program instruc-
tions by making data-driven predictions or decisions, through building a model from sample 
inputs. Machine learning is employed in a range of computing tasks where designing and 
programming explicit algorithms with good performance is difficult or infeasible; example 
applications include email filtering, detection of network intruders or malicious insiders 
working towards a data breach, optical character recognition (OCR), learning to rank, and 
computer vision.

There are some variations of how to define the types of Machine Learning Algorithms but 
commonly they can be divided into categories according to their purpose and the main 
categories described in Figure 4: Machine Learning Fields are the following:

 ▶ Supervised Learning that learns regression or class functions.

 ▶ Unsupervised Learning learns the smaller dimension representation of the data.

 ▶ Semi-supervised Learning

 ▶ Reinforcement Learning learns policy functions, sequences of actions to maximize 
reward on a task or multitude of tasks.
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In Figure 5: Machine Learning Finance Applications, we describe a wide range of applications.
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Figure 5: Machine Learning Finance Applications

If we put that in a banking context we can add client analytics, profiling, risk, pricing,  
personalized marketing and virtual agents. In Figure 6: Clients, marketing and sales we can 
see a detailed list.
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Figure 6: Clients, marketing and sales

89

Geneva Wealthtech Vol.1 / Data Analytics and Artificial Intelligence



NATURAL LANGUAGE PROCESSING

To an extent, sophisticated analytics programs can help businesses utilize their data by 
searching for and revealing patterns hidden in structured data, such as spreadsheets and 
relational databases. But these sources only account for 20 percent of all available data. The 
real challenge for enterprises is getting value from a sea of social media posts, images, email, 
text messages, audio files, Word documents, PDFs and other sources that make up the other 
80 percent of data that can’t be understood by computers—information otherwise known as 
unstructured data. To extract value from unstructured data, companies across industries are 
turning to Natural Language Processing (NLP).

NLP enables computer programs to understand unstructured text by using machine learning 
and artificial intelligence to make inferences and provide context to language, just as human 
brains do. It is a tool for uncovering and analyzing the “signals” buried in unstructured data. 
Companies can then gain a deeper understanding of public perception around their prod-
ucts, services and brand—as well as those of their competitors.

Financial organizations in particular have applied NLP to obtain actionable insights from 
digital news sources. For example, NLP can help:

 ▶ Gather real-time intelligence on specific stocks

 ▶ Provide key hire alerts

 ▶ Monitor company sentiment 

 ▶ Anticipate client concerns 

 ▶ Upgrade quality of analyst reporting 

 ▶ Understand and respond to news events 

 ▶ Detect insider trading

CONCLUSIONS

Artificial Intelligence will have a profound impact on finance: investments, and distribution 
/ marketing pricing, risk management, client analytics, ESG and SDG; literally all aspects of 
finance.

Financial marketing, which in the past was a human task, is and will be replaced by more 
intelligent and efficient big data algorithms. This is an unknown territory. Financial services 
companies have in their data sets more information than ever and will be able to figure out 
how to implement digital marketing more properly. Personalization is the way to go, since all 
customers have different product and level of service preferences. 
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The big data revolution is affecting investment with new data sets, new models (mainly Arti-
ficial Intelligence / Machine Learning) and a new computer paradigm with open source and 
cloud models. Investing is an information processing game, AI and ML will help you model 
unstructured data using natural language processing techniques to measure, for example, 
the feeling and some supervised Machine Learning techniques that allow greater flexibility 
in capturing Nonlinear processes model «hidden» characteristics. All models in financial 
markets that invest obviously face very noisy, possibly non-stationary, data generation pro-
cesses.

Artificial intelligence in finance also comes with risks that researchers, practitioners and 
regulators should pay attention to: fairness, ethics, data privacy and cybersecurity.

The trend will continue in different directions, ultimately, as AI improves, we will see a repla-
cement of human tasks for AI. The big question is not if it is going to happen, but when. We 
are starting a new Finance era.
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Is intelligence specific to human beings? According to Cambridge dictionary, intel-
ligence is « the ability to learn, understand, and make judgments or have opinions 
that are based on reason ». Since ancient times, intelligence was associated with 
the brain, which captures information through our various senses and is eventually 
broken down and reconstructed. It is made-up of around 100 billion autonomous 
entities, the neurons. They will capture information through dendrites and send 
back information through the axons. This information is processed and propagated 
by synapses to other neurons. They are interconnected with each other, constitu-
ting a network: a neural network. Furthermore, the brain is not frozen, carved in 
stone, it evolves throughout our life due to our experiences. Its plasticity allows 
us to better adapt to our environment. The understanding of the rules governing 
neural networks goes back to the research of Canadian neuropsychologist Do-
nald Hebb in 1949 with his famous rule: “cells that fire together, wire together”. His 
theory explains associative learning and is at the origin of artificial neural network. 
Machines are then able to learn.

FROM LEARNING TO DEEP LEARNING 

Artificial Intelligence (AI) is a broader terms that can be defined1 as “the theory 
and development of computer systems able to perform tasks that traditionally 
have required human intelligence.” Machine learning (ML) is a part of AI, that 
relies on mathematical and statistical approaches to give computers the ability 
to learn from dataset.

1 Glossary from the FSB paper “Artificial intelligence and machine learning in financial services”, November 2017.

Can Machines Think?  
They Can Learn and Perform
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The history of ML starts in the 40s and more precisely in 1943 with the discovery of arti-
ficial neuron by two researchers from Chicago University, Warren McCulloch and Walter 
Pitts. This neuron is a mathematical and computer abstraction of the biological neuron. It is 
possible to build artificial neural networks in order to solve logical operations. This idea has 
been applied to a problem of binary classification. The perceptron is one of the first Machine 
Learning algorithms and the simplest neural network. It is a supervised learning algorithm of 
binary classifiers, invented in 1957 by Frank Rossenblatt at Cornell Aeronautical Laboratory 
and used for image recognition. This monolayer perceptron still has limits: it can only sepa-
rate classes linearly.2 Adding hidden layers improves the algorithm and makes it possible to 
multiply the explanatory power of the model. 

Multilayer perceptron is a deep neural network. The more we add hidden layers, the more 
the depth of the network and the better is the machine learning’s decision making. However, 
it also leads to issues, one of which is the central problem in machine learning called overfit-
ting, meaning the model has too much exposure to the training data. Furthermore, this archi-
tecture of network also requires a great computing power and a lot of data. Neural network 
remained confined to restricted tasks because for solving complex problems, several layers 
are required and researchers did not know how to train these overlapped layers. 

Neural networks and AI have experienced good and bad times. 2012 was a breakthrough year 
for neural network with the advent of Deep Learning. During the 2012 ImageNet3 challenge, 
Geoffrey Hinton, Ilya Sutskever and Alex Krizhevsky submitted a deep convolutional neural 
network architecture, AlexNet. It outperformed its competitors by reducing the top-5 error 

2   A linear classifier is a classification algorithm that makes its predictions based on an a linear predictor 
function combining a set of weights with the feature vector (Wikipedia source)

3   An annual software contest where software programs compete to correctly classify and detect objects
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from 26% to 15%. Deep Learning became mainstream and crossed borders to the land of the 
rising sun. In 2016, China recognized the significance of AI and Deep Learning and declared 
itself willing to become the leader in this field. 

After Deep Blue in 1997, which tackled chess, AlphaGo wanted to master a game invented in 
China over 2500 years ago and characterized by its complexity. Go is the favourite game of 
strategists and emperors and a challenge for artificial intelligence due to the combinatorial 
explosion of possible moves. In March 2016, AlphaGo faced the top Go player in the world, 
Lee Sedol. The Google machine, based on a combination of deep neural network, sealed 4-1 
victory over Go grandmaster and gained the world attention. And, it is no coincidence that 
three pioneers of Deep Learning, Yoshua Bengio, Geoffrey Hinton and Yann LeCun received 
the Turing award in 2019.

AN ATTRACTIVE MARKET FOR INVESTORS 

Investors also show growing interest in AI. According to OECD Going Digital Policy Note 
« Private Equity Investment in Artificial Intelligence », private equity accounts for 12% invest-
ments in AI start-ups in the first half of 2018.
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The main players are the United States, followed by China since 2016 thanks to the govern-
ment support for the technology and Europe.
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Source : The 2018 AI Index Report (https://aiindex.org/)

In terms of job openings, Deep Learning has been growing at the fastest rate from 2015 to 
2017. AI is an opportunity and will have a positive impact on the world economy. McKinsey 
estimates that “AI could potentially deliver additional economic output of around $13 trillion 
by 2030, boosting global GDP by about 1.2 percent a year”. 

Hedge funds are big players in AI and Machine Learning algorithms due to their capacity to 
identify new signals, price movements and to digest a vast amount of data. It is something 
embedded into their day-to-day trading and operations. By using quantitative models, hedge 
funds can develop new trading strategies and they have outperformed the hedge fund 
benchmark for the past year.

 Source : Prequin Pro
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According to a 2017 report by the Financial Stability Board, AI and Machine Learning have 
managed assets over $10 billions till 2017 and this trend is increasing.

AI is also a great opportunity for private bankers. Their actual and future successes lie in 
their ability to use AI to personalize the customer relationship, to guide them in their financial 
journey and to take into account the demand of the millennials, whose expectations are 
shaped by new technologies. In Wealth Management, the use of AI can enhance client expe-
rience by providing products and services that meet their needs. This technology supports 
engagement and personalization. It will not necessarily replace the relationship manager but 
rather support her or him. Even if AI and more particularly Deep Learning are likely to be a 
game changer for the financial industry and risk management, they will also amplify risks 
and create new ones such as algorithmic bias and programmatic errors.

There has never been so much discussion about AI since the arrival of Deep Learning. This 
trend is due to the rise of big data and the increase in computing power. AI allows now 
intelligent processing of data. In the financial industry, where data analysis is a critical issue, 
AI and Deep Learning will reshape the overall activity from trading to portfolio management 
including risk assessment. 

The banker’s job will evolve gradually and will be AI “augmented”. Risk management function 
should also adapt in order to have the right in house-skills to understand the AI and machine 
learning models. The use of this technology is not limited to finance, it is significant for the 
economy as a whole by increasing labor productivity, creating a new virtual workforce and 
new revenue streams due to the diffusion of innovation. It becomes a strategic issue for 
countries. China is starting the AI race to boost its economic activity and its geopolitical 
influence.

In a few years, AI has become a strategic and even a geopolitical issue. More and more 
people are interested in AI to such an extent that it has become a dream requiring big plans. 
And, if from dream to thought, there was only one step, a giant step… Can machines think? It 
remains an open question but one thing is certain, they can learn deeply and perform. 
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