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Victoria brings multi-facetted experience in delivering trans-
formational projects in Financial Markets. Her responsibilities 

include implementation of projects leveraging innovative technol-
ogies such as blockchain and transforming the current processing 
landscape at the financial institutions.

Prior to re-join IBM in 2016 Victoria was a Consultant for Axxiome 
Group in Germany developing and delivering solutions for the  
leading exchanges in the financial markets infrastructure. Having 
a solid experience in delivering implementation IT projects, by au-
tomating backoffice systems, developing trading and 
clearing systems, she brings a practitioner’s view to 
the challenges faced by customers today in starting the 
transformational journey with blockchain technology.
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Blockchain  
is a Journey,  
not a Destination
By Victoria Neagu  
Managing Consultant at IBM

Satoshi Nakamoto’s first Bitcoin paper made blockchain very popular. The 
blockchain was envisioned back in the 1990s when Stuart Haber and W. Scott 
Stornetta worked on the first cryptographically secured chain of blocks where 
no one could tamper with timestamps of documents. This article will discuss 
about the differentiation between private and public blockchains and how does 
blockchain lead to emergence of platform business models for banking industry 
based on the we.trade example.

SETTING THE SCENE FOR BLOCKCHAIN FUNDAMENTALS

Blockchain has different interpretations: it can be either limited to the bitcoin 
mania or discussed in the context of creating business platform models due to 
its underlying technological capability. Blockchain is a shared, distributed ledger 
that facilitates the process of recording transactions and tracking assets in a 
business network. An asset can be tangible as a house, or intangible like in-
tellectual property. Throughout history there have always been instruments of 
trust such as paper money or banking systems. These were used to facilitate 
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the exchange of value between sellers and buyers. While the principle of the exchange of 
value remains, technology innovations such as the Internet, credit card systems and mobile 
technologies are pushing the speed of the exchange to other efficiency boundaries.

Due to the exponential growth of transactions, the complexities are magnified, and vulnera-
bilities, inefficiencies and costs are growing. The following limitations are making business 
transactions expensive, inefficient and vulnerable:

 ▶ Cash has its applications in local transactions and relatively small amounts.

 ▶ Increased length of settlement of a transaction.

 ▶ Need for the validation of transaction by a third party, which leads to high duplication 
efforts.

 ▶ Dependency of all network participants to a central systems’ risks, which in case of 
cyberattacks or fraud can expose all the latter.

 ▶ High administrative efforts such as onboarding process for credit card organizations.

 ▶ Exclusion of the half of world’s population from banking and financial services, due to 
missing bank account access.

To address these challenges, blockchain enables payment networks that are fast and provi-
de a mechanism which establishes trust and transparency.

The emergence of bitcoin electrified the banking community as it addresses the complexities, 
vulnerabilities and high costs of transactions by eliminating the central monetary authority 
and is enabled by peer-to-peer computer network composed by its users’ machines.

However, bitcoin and blockchain are not synonymous. Bitcoin is one use case out of many 
where blockchain technology is demonstrating its value. One can think about blockchain as 
an operating system (such as MacOS or Windows) and bitcoin is only one application that is 
running on that operating system. 

In traditional business, the ledger has been a useful tool to record transactions and track 
assets and the change of ownership through time. As each participant keeps its own copy, 
it makes the method expensive. The blockchain architecture gives participants the ability 
to share a ledger that is updated, through peer-to-peer replication, every time a transaction 
occurs. The following key characteristics make blockchain efficient, secure, authenticated 
and verifiable:
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 ▶ Consensus – all participants must agree on validity for a transaction to be valid.

 ▶ Provenance – participants can trace back where the assets are coming from and what 
were the changes of ownership.

 ▶ Immutability – after a transaction is recorded to the ledger, no one can tamper with 
the transaction. In case of an error, a new transaction will be submitted to cancel the 
previous transaction.

 ▶ Finality – a single, shared ledger provides the determination of ownership of an asset.

Even after a decade of discussions, there is still sometimes a struggle to understand what 
blockchain is all about. It is still confused with bitcoin and there is doubt regarding its poten-
tial for becoming a transformative technology overtime.

It is important to emphasize that there are different types of blockchain: private and public. 
Both rely on some form of distributed ledger technology, but they show different features in 
key areas such as: permissions, consensus, security, performance and scalability.

In a permisionless blockchain, there are no predetermined criteria that each participant must 
meet. Transactions are taking place in a network where just an alpha-numeric address is 
used. In a public blockchain, the participants are granted permission to become part of a 
business network. For business transactions there are regulatory and security concerns 
that most organizations must comply with, which requires to ensure that unauthorized par-
ticipants cannot gain access to transaction data and share sensitive corporate information. 
However, to propel blockchain for business, it is key to design the network around the targe-
ted business outcome. Is the business benefit driven by a wider network with many partici-
pants, and sharing of large amounts of data? Or is it the benefit resulting from a smaller and 
more governed network?

Both, private and public blockchains are verified by consensus. Generally, private blockchains 
are based on incentive structure which will reward the participants who contribute to the 
network. The miners contribute their computing power to solve highly complex cryptogra-
phic problems to verify transactions and are rewarded with cryptocurrencies. However, the 
proof-of-work consensus consumes many resources and results in slow transaction speed.

In a private blockchain, consensus is achieved through the process of selective endorse-
ment. As the participants gained the permission to be part of the network and only neces-
sary group of participants will confirm the transaction. Endorsers are determined by the 
governance and operating rules of the network. This type of consensus relies on modular 
architecture ensuring higher speed for greater transaction volumes.

In terms of security, public blockchains are dependent on the recording mechanism. Just 
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imagine what would happen if a malicious majority of the network would collude and gain 
control of the transaction approval process. 

Private blockchains are applying additional measures besides grouping transaction into 
blocks and linking blocks together into an immutable chain. Security features such as se-
paration of entities provides horizontal protection. Usage of privileged user accounts for 
preventing attacks and protection of encrypted data through securing cryptographic keys.

As public blockchains require high computational power to confirm the transactions, there is 
lower throughput and pending transactions are held up until current transaction is comple-
ted. Private blockchains rely on the design of the network and infrastructure which enables 
processing of higher transaction volumes with fewer computational resources. To ensure 
consensus, public blockchains require computational power and this becomes difficult when 
the number of users is increasing. The more transactions they request, the longer it takes 
for those transactions to be confirmed, and the longer the waiting times during peak hours. 
Private blockchains usually start small and scale towards higher number of transactions. The 
challenge can be to determine today all future requirements when the network will grow. 
Here is key to have modular architecture, capacity on demand and scale-out capabilities.

EMERGENCE OF PLATFORM BUSINESS MODELS 

One remarkable thing when it comes to blockchain, and really stands out, is that it is not 
limited to what one company can transform or do alone, it is about the network. Blockchain 
technology is directly addressing the nature of collaboration itself and how does competi-
tion look like in the future. Competition is not about defining a business case which brings 
benefits for your company, but it is what are the benefits for the whole network and how can 
all the participants of the network win. It is not about a use case which will work for your 
company, but who are the key participants, sometimes out of your business sector, and who 
will help grow and scale the use case(s) across the network. Especially, when it comes to 
the client centricity and the goal to bring the best solution for the customer, you do not leave 
anyone relevant behind. Traditional way of doing business is inspired to approach new ways 
of winning and collaborating with the competition. 

72 percent of banking executives tell us that platform business models are disruptive for their 
industry at large and bring unique benefits to customers and banks as well. Banks can use 
market platforms, as well as provide infrastructure and setup rules for marketplaces. The 
benefit of banks is that 68% of consumers are trusting their banks with the protection of their 
personal information.1 This is by far the best result in comparison to other industries. The 
future relationship between bank and customer will be more personalized and interactive, 
where the bank will be the entry point to other services from other non-banking industries. 

1  “Banking on the platform economy”, page 2. IBM Institute for Business Value 2019
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Providers of ecosystems and consumers will meet on business platforms, be it digital or 
physical. A bank can have several roles on a business platform, each of the role can be held 
in parallel to other and in different platforms.

There are following types of business platforms:

Market platform enables trusted exchanges between different parties on global arena and 
leads standards for enforcing trusts and security.

Business process platform supports redesigned and reconfigured processes which are 
shared between various participants in an ecosystem for maximization of value across the 
network.

Technology platform provides agile and resilient infrastructure that supports banks to suc-
ceed in the “as-a-service” economy (for example, cloud infrastructure providers and traditio-
nal outsourcing providers adopting new cloud technologies).

One great example of business platform powered by distributed ledger technology is we.trade. 
Banks have traditionally been the facilitators of trade deals, by serving as intermediaries and 
providing financing for transactions. However, trade finance has not been digitally transfor-
med for decades, and trade finance is either not scalable for banks, or too complicated and 
costly for most of the companies, therefore leaving almost 70 percent of companies without 
access to trade finance services. Additionally, the legal processes involved in international 
trade deals are often lengthy and cumbersome, preventing companies from doing business 
in an agile way.

we.trade was formed in 2017 with the objective of challenging this model and lowering the 
barriers between businesses and international trade. The company, a joint venture between 
twelve leading European banks – CaixaBank, Deutsche Bank, Erste Group, HSBC, KBC, Na-
tixis, Nordea, Rabobank, Santander, Société Générale, UBS and UniCredit – aims to make 
cross-border transactions more efficient and secure, and open up trade finance to a wider 
pool of companies. The we.trade blockchain trading platform was developed by IBM running 
on the IBM® Cloud™ that uses smart contracts and distributed ledger technology to enable 
companies to trade seamlessly, simply and transparently.

CONCLUSION

As the we.trade case is showing, the application of blockchain increases throughput through 
automation of shared B2B processes and generates new business models. As the blockchain 
journey evolves, banks will be able to offer new digital products and services, create new 
types of secondary markets through tokenization and tap into new types of businesses 
where everything of value can be transacted through digitally native digital assets. 
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INTRODUCTION

Risk factors are central to any discussion in financial services. Global warming 
and climate change are existential risks for the planet’s ecosystem and must be 
considered in all global financial risk considerations as well as in all corporate 
risk evaluations. This is the key takeaway from Citigroup’s October 2019 report 
entitled Managing the Financial Risks of Climate Change. The report goes on to 
estimate that the global GDP effect could reach $44 trillion and the net impact of 
taking action should not have a detrimental effect.

Given this dire outlook we must use more than the standard tools and mindset. 
Beyond governments, corporations, entrepreneurs, NGOs and the UN, we must 
engage as many people as possible. Technology, including but not limited to 
Blockchain or better Distributed Ledger Technologies and crypto philosophy, as 
I posit here, must also be brought to bear in this battle. 

ESG (Environmental, Social and Governance) investments are a hot topic,  
indeed, it has been labeled the most significant investment trend of a genera-
tion. This trend has its roots in 2004; led by the UN and indeed supported by 
the Swiss Government it led to initiatives, for example, at the New York Stock  
Exchange called Principles for Responsible Investment (PRI) in 2006. Growth 
has been explosive.

Morningstar reports “The growth of environmental, social, and governance  
investing has been astronomical over the past few years. … [I]nvestments in 
European and U.S. ESG-oriented funds increased 44% between the end of 2014 
and the end of 2018, reaching a total of EUR 761 billion.” 

By Paul Loeffler
Co-Founder and Managing Partner at the Institute 4 Entrepreneurship

ESG Investing,  
Blockchain and Forests
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Given this interest regulators and policymakers are naturally taking a hard look at the space 
to ensure these investments are safe. 

Morningstar notes the following three main issues being reviewed:

1. ESG regulation in investment management and advice  
This package includes amendments to the Markets in Financial Instruments Directive 
(known as MiFID II) and the Insurance Distribution Directive that would require advi-
sers to establish their clients’ ESG preferences during suitability assessments. 

2. ESG regulation in disclosure and governance   
Stakeholders should have access to a gamut of information, including a product’s 
approach to sustainability in its selection of investments, if and how its managers en-
gage with their investee companies, how managers vote on shareholder resolutions, 
and how a product performs against its objectives.

3. ESG regulation toward a sustainability investment language  
Without a level playing field, it can be difficult for investors to compare products and 
determine what constitutes a sustainable investment. Worse, this lack of standardi-
zation heightens the risk of green-washing, where products might exaggerate their 
ESG credentials. 

Blockchain or other distributed ledger technologies are well suited to support the latter two 
initiatives by providing tamper proof data sources and transparency, for example. 

The strong appetite for ESG investments over the last years has come primarily from the 
baby boomer generation as they are the most aggressive investors. But that situation is 
about to change. As PWC notes we are on the cusp of a transfer of wealth to Generation X 
and millennials.1 This $30-trillion estimated transfer will come with many changes over the 
next decades. Furthermore, these two, younger generations are technically savvy having 
grown up with computers and smart phones, as digital natives. Moreover, they are early 
adopters of new technology like Uber and challenger banks more than their parents.

But here again is another twist in the story. A 2017 survey by broker-dealer Legg Mason 
Investor Services notes that 85% of millennials say they have a conservative risk tolerance. 
Of that total, 52% identify as “very conservative.” This is very different than a third of the baby 
boomer investors surveyed by the firm who said they would describe themselves as “very 
conservative.” 

This divergence is reasonable given that these later generations have witnessed the impact 
that the dot com crash and the global financial crisis of 2008 had on their parents. Likewise, 

1 Link to the study: https://www.pwc.ch/en/publications/2018/new-ecosystens-in-wealth-management.pdf
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the current reality of global warming (the human impact on climate), climate change (the 
earth’s evolution) and the implications for the future means that many in those generations 
see these as a vital topics to address. Indeed, the older generation’s awareness of these 
issues has driven investment in ESG for both the future of the planet and returns on their 
investments.

As digital natives, technology developments have also had a powerful impact on the two 
younger generations. The concurrent timing of the rise of crypto technology, the smart phone 
and the digital disruption of banking and other sectors so prevalent today will continue to 
transform the day to day interactions and dependencies of these generations.

By 2019, these streams (technology and global warming) have matured and converged due 

 ▶ to awareness and investment, 

 ▶ to the myriad well-funded acceleration and innovation programs around the world, 

 ▶ to the enabling of individuals toward self-directing decisions around investment and 
money management and,

 ▶ to the implementation of crypto driven themes.

Crypto has elevated the opportunities for transparency and digitization and more generally 
personal empowerment and community. Let us reflect on these themes in the world of fo-
restry. Tokenization of currency (not a new idea), gold, real estate, collectables, social credit 
and others, with so the many articles and projects launched is a hot topic. Tokenization 
broadens the long-term investment options of today with the digitization of physical assets 
via technology – offering transparency, democratization and liquidity where it was not avai-
lable. These three features can unlock the value of forests for ESG and for impact investors. 

FORESTS

When most people think about investments, owning sustainable forests as a means of 
growing wealth reliably over time does not usually come to mind.  Yet there has been growing 
recognition among investors, that forests offer some unique benefits, which include real, 
stable returns over the long term that are largely uncorrelated with more traditional assets 
such as stocks or bonds. 

While gold has long been recognized as a “defensive asset”, in recent years sustainable 
forests have also started to gain the prominence. As “real” assets, both tend to protect inves-
tors’ wealth from the twin threats of economic downturns and inflation. Forests, however, are 
also near-perfect assets for the environmentally conscious investor, since photosynthesis 
naturally occurring during the growth process takes carbon out of the atmosphere as the 
trees grow – both in size and economic value.
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THE PROBLEM WITH SUSTAINABLE FORESTRY

Despite the obvious benefits, however, very few people own any forests at all as part of 
their investment portfolio. Those that do, acquire these assets either via inheritance or by 
committing large sums of money – typically more than 5 million euro. Then there is the incon-
venience of having to wait for decades for the forest to reach maturity with little opportunity 
for liquidity before maturity.

These factors have traditionally served as barriers to entry, thereby limiting forest ownership 
to governments, institutions, and a very narrow class of high net worth individuals. This 
further limits growth, interest and liquidity in the asset class. A further barrier has been the 
high transaction costs between the people who own the forests and those who manage it.

Studies have shown that returns from forest assets tend to come primarily from biological 
growth (the two other drivers being land and wood price appreciation), yielding an approxi-
mate rate of 3-4% per annum. After taking into consideration relevant fees for estate mana-
gers, administration and financial intermediaries – investors are effectively left with less than 
1-3% per annum.

Prohibitive transaction costs in the forest investment sector have come in many forms  
including: 

1. The acquisition of forests, 

2. The difficulty in understanding the drivers of returns, 

3. The opaque processes for investor reporting, reselling,   
and in capital returning post-harvest, 

4. And finally the use of questionable marketing tactics and governance standards.

BLOCKCHAINS AND FORESTS: A NATURAL FIT

While maintaining a skeptical view of some of the wilder claims of Blockchain’s impact, there 
is conviction among some early stage businesses that there are opportunities for Blockchain 
impact with investment in forests. Especially, in the broadly described “Natural Capital” sec-
tor – blockchains could be a true game changer.

On one hand, Forests represent indisputable real value for people – in economic, social 
and environmental terms. More importantly, however, they are real assets that grow in a 
predictable way over time – and have a multitude of uses in everyday life.
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On the other hand, studies surveying a diverse array of investors – spanning a wide range of 
objectives, geographies and professions – clearly indicate that there is a latent, potentially 
large pool of untapped “Conscious Capital”, people who express a latent dissatisfaction with 
the status quo of alternative investments, where they are made to choose between doing 
well for themselves and doing good for others, or indeed the environment. “Conscious Ca-
pital” wants to marry profit with purpose – and often would like to do so in a measurable, 
tangible way.

With an interested pool of investors and the rising tide of ESG investors in general, toke-
nization of forests offers an opportunity to serve this demand for this asset class. While 
tokenization itself is not the complete solution, it does serve as the first step on the path 
to removing the barriers that have caused these assets to underperform their potential – 
including large tickets, illiquidity, and poor asset governance stemming from poor visibility. It 
makes ownership small and accessible enough to make a difference when put in the hands 
of this growing class of Conscious Capitalists, or as some prefer, Impact Investors.

As in any digital transformation project, technology, in this case crypto technologies can 
minimize intermediaries, streamline contracts, simplify auditing of activities and reduce 
transaction costs. Blockchain becomes the engine for moving value securely among the 
broadest base of investors. This ultimately ensures that the maximum proportion of returns 
go back to who they should fundamentally belong to – forest owners. 

Blockchains provide a ready, transparent and economic infrastructure for radically lowering 
transaction costs between owners and managers – if not eliminating them entirely. Thereby 
empowering new and dormant class and communities of “Conscious Capitalists” who ge-
nuinely think and act like owners – both economically and psychologically. 

In other words, the democratization of forestry investments worldwide utilizing blockchain 
technology could enable an influx of capital into the sector, helping to plant millions more 
trees and combat global warming and climate change – essentially letting investors “save for 
their future, whilst saving the future”.

ESG investment is a large and fast-growing trend of which forests are a small part. Forests 
are however a special combination of uncorrelated investment diversification, use, CO2  
sequester and steady long-term growth. The costs associated with this investment can be 
dramatically minimized with the use of crypto technologies.

By engaging in both a top down manner via government regulation and corporate action 
and a bottom up approach via Distributed Ledger Technology and entrepreneurship, we can 
include all people on the planet to solve this existential challenge.
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For some entering the blockchain space, it is also the first time they step foot into 
the world of open source software, even though their lives have been affected 
by it for decades, both with software they directly use as well as indirectly with 
proprietary software built with components that were open source. Because 
of this, there is occasionally some confusion with regards to certain aspects of 
blockchain, as things may have been explained with the assumption that the 
audience has a basic understanding of open source software. This section aims 
to provide readers with a better understanding of open source as well as why it 
is important with blockchain. 

OVERVIEW ON OPEN SOURCE

The term “open source” commonly refers to software that has the source code 
available, is open for contribution, and is redistributable, among a few other key 
aspects. [1] With regards to the source code being available, it means that one 
would be able to determine exactly what the software does and modify it as they 
wish, as opposed to proprietary software where only the developing entity is able 
to see the details. 

A common analogy is that of a cake. With the source code available, one is able 

By Travin Keith 
Chief Technology Officer at Consortio Group  
Co-Author of the Hyperledger White Paper

Open Source 
and Blockchain
Why Both Matter and  
how to Approach Them
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to see the ingredients and recipe of the cake and make modifications as desired. With pro-
prietary software, only the cake is delivered with a description of what it is. With the former, 
you would, for example, know the type of chocolate used and how much of it, but with the 
latter, you may only know the kind of chocolate used. 

Open contribution, though not required to be considered as open source software, is a com-
mon trait. Keeping the cake example, people would be able to provide recommendations 
for changes to the recipe that is shared with others. In large open source projects, it is also 
common that the decision on which changes to approve or reject are made not by a single 
entity but rather by an otherwise unaffiliated group of contributors known as maintainers. 

With redistribution, the details tend to differ from one open source license to another. For 
example, software released under the GNU Public License (GPL) requires that distributions 
must show the source code as well and that any modifications done to the software are also 
under the same license, while the MIT license does not require that any further distribution 
also be under the same license or the publication of the source code. 

WHY IT MATTERS WITH BLOCKCHAIN

For blockchain, the most relevant trait of open source software is that the source code is 
available for audit. Though the other aspects are important, they tend to be dependent on a 
wide range of factors. However, all aspects need to be at the very least considered when ma-
king a decision on whether to use blockchain technology or not, as well as which one to use. 

The importance of auditing is due to one of the key reasons why blockchain is used in the 
first place - the reduction of the need of trust. If implemented correctly, the lack of verifia-
bility onchain should be limited to the accuracy of initial data entry and the physical assets 
connected to the digital twins represented onchain (tokens). However, if the source code 
of the blockchain is not able to be audited, trust would need to be placed with the develo-
ping company or individual with regards to the possibility that things such as backdoors 
for data modification causing erroneous data appearing as legitimate, or confidential data 
access potentially causing leaks, and other malicious actions, are not done. Though perhaps 
these are covered with legal contracts, the risk of data leaks and damages from either ma-
licious-but-hidden portions or errors that may have been found had auditing been possible, 
cannot be simply disregarded. 

LIABILITIES WITH OPEN SOURCE

Open source software is largely presented without any warranty. Companies and individuals 
that use the software are expected to audit the code themselves before implementing them 
at a more significant level and make the necessary adjustments themselves, or hire someone 
to do it. Though some companies that release open source software provide consulting ser-
vices to help with implementation, this is not always the case and it is usually 3rd parties that 
provide this service. 
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This is important for companies to take note of as it can potentially be a liability issue with 
severe consequences. For proprietary software, some responsibility for losses may be attri-
buted to the software development company. However, due to the licensing of open source 
software, this won’t be possible due to the transfer of responsibility.

PROPERLY APPROACHING OPEN SOURCE 

Because of these liability issues, the approach to open source must thus be an active one 
for risk management purposes. Being actively involved in the development of the software 
is usually one of the best ways to do this as not only would the company’s developers gain 
hands-on insights of the software being used, but also influence the direction of the software 
updates by being part of the community and providing feedback as well as perhaps contri-
buting features needed by the company. This also has positive PR effects, depending on how 
tech-focused a company is, as it can be used as a factor for marketing.

This aspect played a large role within Hyperledger, the fastest growing project under the 
Linux Foundation [2]. As the frameworks under Hyperledger gained greater popularity, more 
companies were interested in how they worked and how they could use them. During the 
early days, however, there were not a lot of guides ready, and so if companies wanted to 
understand them better, they had to get involved. Though now with the Hyperledger white 
paper and many other resource materials available, this still remains a viable option. 

RECONCILING OPENNESS AND PRIVACY WITH BLOCKCHAIN 

One common misconception and concern from industries where organizational intellectual 
property and data privacy are a major factor is that with blockchain, everything needs to 
be transparent. However, this is not necessarily the case. When data is communicated, the 
contents of the data can be encrypted and thus be only accessible by the receiving party. 
However, all who have access to view the blockchain can see the activity. 
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Through various methods such as utilizing side chains, blockchains that run separately but 
are cryptographically linked to a main chain, and state channels, essentially private networks 
running with the main blockchain network, parties can further increase the level of privacy 
to one that they are more comfortable with, though with varying tradeoffs. It is also of course 

117

Geneva Wealthtech Vol.1 / Blockchain 



completely possible to just publish proof that a partnership exists or that an order has been 
made, but not have anything else. It is under the full control of the parties that wish to com-
municate or transact with each other on how to move forward depending on their needs, 
both with each other and others on the blockchain network.

The control of what one shares follows the same concept. It is a common misunderstanding 
that all internal activities will need to be published on the blockchain. It should always be 
approached from the perspective that data owners retain control over the data they have. 
Companies and organizations themselves decide what they share and consider how this will 
impact them moving forward. For example, sharing more data may lead to easier collabora-
tions with other entities within the network, and perhaps some data is required to be shared 
based on the agreement with others on the network as a condition for joining the network in 
the first place. These additional considerations are why business disruption is almost always 
required when blockchain is implemented as one of the key factors to determine whether it 
is really needed or not.

SMART CONTRACTS - AUDITABILITY AND AUTOMATION

The increased viability of smart contracts, transactions that will automatically occur after a 
certain set of conditions have been met without interference by a third party, is one of the 
reasons why blockchain technology has increased in popularity. The concept of open source 
follows here as well with regards to being able to audit the terms of the smart contract.
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One of the earliest forms of smart contract implementation on blockchain was the use of 
multisignature security [3], where multiple signatures were required for a transaction to exe-
cute. This could be used for a wide range of use cases. For example, outgoing transactions 
from a fund could only execute once a majority of the board has agreed to it. 

The utilization of smart contracts has strong disruption potential in the financial world as it 
can replace the need for an escrow. For example, a smart contract can be created between 
two parties in the network where a trade of one asset for another is being made. The first 
party creates a conditional transaction that will only execute once the second party sends 
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the digital assets. The second party meanwhile can audit the smart contract and can verify 
the conditions set by the first party. If all are as agreed, the second party sends the assets 
and automatically the transaction from the first party executes. 
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This capability can also expand to a greater number of participants, such as having an 
open and decentralized marketplace or asset exchange, again with no need for any escrow 
providers, or any other third party to enforce the transfers. Implementations such as the 
decentralized asset exchanges on public platforms like Nxt, Ardor, Ethereum, BitShares, and 
Waves, as well as the implementation of Moscow Exchange Group’s National Settlement 
Depository for stock trading utilizing Hyperledger Iroha [4] are a few of the examples in 
production today. 

TOKENIZATION - DIGITAL TWINS ON THE BLOCKCHAIN

The creation of digital representations of physical goods, known as digital twins, as well as 
representations on the blockchain for other things digital, such as digital software license 
coupons, on blockchain is commonly known as Tokenization. Though seemingly a new thing, 
the existence of tokens, then known as colored coins, has been around since 2014 with plat-
forms like Nxt [5] and Counterparty [6], which ran on the Bitcoin network, providing the 
ability to create tokens on top of their platforms. These tokens could represent whatever the 
issuer deems them to be. Other entities that acquire these tokens can thus transfer them 
amongst each other without the restrictions of the issuer or any other 3rd party platform. If 
there are restrictions set by the issuer, however, these are also open for audit by anyone who 
has access to view the blockchain.

These tokens can become more complex in addition to simple representation. For example, 
a token can represent a futures contract. At the time of maturity, a smart contract can be au-
tomatically launched where holding the token is a requirement to enter into the agreement.

A token could also represent a share, bond, or profit participation right, where all those who 
hold the token receive the payouts once issued, weighted to the amount of tokens they hold.
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NETWORK MAINTENANCE - TECHNOLOGY AND BEYOND

Taking into consideration developments in technology, the blockchain network used requires 
regular updating as with other systems. However, the maintenance goes beyond technology 
as the continuous use of a blockchain network adds more value to being part of the network, 
as does the growth of the number of parties that are involved. Thus, the maintenance of the 
blockchain network covers both technology and the existence of collaborative relationships. 
However, as the utilization of the network is dependent on business cases, it is thus impor-
tant to continue moving forward with a business-focused mindset. This includes changing 
blockchain platforms, changing to another form of distributed ledger technology entirely, 
such as a directed acyclic graph (DAG) which projects like Obyte, Nano, and IOTA use, or 
going back to traditional database systems, depending on the needs of the company and 
those in the network so that they can best collaborate with each other. 
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